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e Formed June 2006

e Company Mission: Create Products That Protect Data
at the Point of Creation and Absolutely, Positively
Guarantee Your Data Will be There When You Need It!

e |nnovative provider of Data Protection Solutions which
protect data at the point of creation and maintain that
protection throughout the entire data lifecycle.

e Product Development for past 18 months — launched
first solutions in early May 2008
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Presentation Notes
We Secure Data at the “Point of Creation” using our Proprietary Shred and Stitch & CKM technologies available in two solutions:

SaaS: SecureNow!TM Collaborative Network Service

As Licensed Products: High Assurance Data ShredderTM Appliances



Our Solutions Deliver 4-Key Value Propositions:



Data Confidentiality

Data Integrity

Continuous Data Availability 

A new paradigm for key management




. Webinar OQutline

WHITEN ISE
SYSTEMS

Data Protection
— The problem (how big is it, examples, etc.)

— The different solutions out there, including pros and cons; what
Industry experts/analysts say about these different solutions

Overview of the WhiteNoise Solution

IT/Business Alignment and Tips for you to win the
battle

Q&A
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. Data Protection
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e Data Protection iIs Essential to Move Forward:

Avoid expensive (and embarrassing) data breaches and losses

Allow for business continuity and disaster recovery

Comply with government regulations
e Sarbanes-Oxley
e HIPAA
e SEC
e Patriot Act

Ensure customer confidence
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. Magic Number
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e 149,250,000

e 499% of US population

e 4.6% of World population

e Population that over the past 18 months was directly
affected by theft of computer data/information

Source: Identity Theft Resource Center
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Chronoloqgy of Devastation

Experienced an "unauthorized intrusion” into its computer systems initially affecting
January 17, 2007 The TJX Companies Inc. 45,700,000 credit and debit card account numbers. 48,000,000 additional people
were affected for a total of more than 94 million.

About 100 computer discs (CDs) with 1,300,000 Chicago voters” SSNs, birth dates and
Jan. 22, 2007 Chicago Board of Elections A e,
Backup computer tapes containing payroll information on 52,000 employees,
Feb.12, 2007 Johns Hopkins University including SSNs and in some cases bank account numbers.

A computer disk containing personal information for 2,900,000 people including
April 10, 2007 Georgia Dept. of Community Health addresses, birthdates, dates of eligibility, full names, Medicaid or children's health
care recipient identification numbers, and Social Security numbers

Personal information on customers of J.C. Penney and up to 100 other retailers are
Jan.17, 2008 GE Money [ Iron Mountain compromised after a computer tape went missing. The missing information includes
Social Security numbers for about 150,000 people.

This security breach affected 4,200,000 individuals. Credit and debit card numbers
Mar.17, 2008 Hannaford Bros. Supermarket Chain e T o e e e T T T
Alaptop containing sensitive and unencrypted personal data on 51,000 current and
former employees of AgilentTechnologies was stolen from the car of an Agilent
vendor. The data includes employee names, Social Security numbers, home addresses
and details of stock options and other stock-related awards.

AgilentTechnologies

The FBI arrested a former Countrywide Financial Corp. employee who stole and sold
sensitive personalinformation from 2,000,000 people, including Social Security

Countrywide Financial Corp. numbers. The breach occurred over a two-year period.
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» Threat Spectrum
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Threats of all types are all around us.  



Corporate Security Issues include: 

Intellectual property siphoning and corporate espionage

Attempts to steal personal property & company info are increasing

Use of sophisticated attacks that combine technical & social engineering allude detection from typical security systems.



Potential Company Liabilities

The injection of bogus products into a supply chain could be lethal.  

The pharmaceutical industry could experience severe damage caused by the inferior quality from counterfeit products



Trusted employees 

Deliberately or inadvertently distributing sensitive information is becoming a major concern



The name of the game in the 21st century company is Data Protection and corporate IT security is focusing more on protecting data than on erecting barriers


. Today’s Business Situation
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Industry pundits say that perimeter security has outlived its
effectiveness and some even go so far as to suggest perimeter
security is “Dead”.

New business pressures mean that organizations need to share data
across ever-widening organizational and geographical areas.

At the same time, companies face increasing accountability for
ensuring their data is properly protected, even when it resides on
Infrastructure over which they have little or no control.

The new mantra is “Data-centric” security but mainstream data-
centric security tools capable of handling vast amounts of data are
not available... Until SecureNOW!
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Criminals today are well funded and can easily pull off “big hits”.  Often they easily perform these big hits moving right through perimeter security systems.  Because of this, …



Industry pundits say that perimeter security has outlived its effectiveness and some even go so far as to suggest perimeter security is “Dead”. 



New business pressures mean that organizations need to share data across ever-widening organizational and geographical areas. 



At the same time, companies face increasing accountability for ensuring their data is properly protected, even when it resides on infrastructure over which they have little or no control. 



The new mantra is “Data-centric” security but mainstream data-centric security tools capable of handling vast amounts of data are not available… Until SecureNOW!  




. The Battle i1s Heating Up!
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e Cyber criminals today use highly sophisticated
software tools:

— Require no knowledge of computer programming or
hacking techniques to operate.

— Enable the criminal to infiltrate and steal financial
information from thousands of PCs simultaneously.

— Provide an efficient way to sort through the mountains
of information they've stolen and quickly monetize the
data.
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. The Battle Inside Is No Better
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e In a Study Conducted in Q1 2008 by YouGov and Posted in
Security News

— Businesses face a serious security threat from inside

— Employees Were Asked: “What type of information would tempt them most?”

— The survey also highlighted an external risk
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Presentation Notes


Businesses face a serious security threat from inside

Nearly a quarter (22%) of employees surveyed admit to having illegally accessed sensitive internal information such as salary details on their employer's IT systems and 

Over half (54%) admitted they would if given the opportunity.



When asked what type of information would tempt them most, respondents said that;

HR and payroll information was the most popular target (36%), followed by their 

Manager’s personal notes (28%) and their 

Colleagues’ personal notes (25%). 

If presented with the opportunity, 6% said they would steal a colleague’s password



The survey also highlighted an external risk with a 

33% of respondents admitting that they would access documents, files, customer details and old accounts from previous employers if they still had access. 






. Treacherous Landsca
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Survey of Global 2000 suggests laptops are mostly stolen at work.

Insider Exposure

Applications Targeted

Browsers Under Siege

Source: Reconnex Study
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Survey of Global 2000 suggests laptops are mostly stolen at work.

90% of those missing devices contain confidential business info

82% are never recovered

Tremendous amount of corporate secrets circulating in the open. 

The “info value” on the laptop outweighs the hardware/software value.

Exposure risks 

e-mails (87%)

business information (67%)

personal information (26%)



Nearly three-quarters of the missing devices were secured only by a password, 21% didn't have minimum security, only 18% used full-disk or partial encryption. 



Insider Exposure

An estimated 78% of companies expose Social Security numbers in a way that the data can be leaked, while 40% of companies expose credit card numbers



Applications Targeted

Attackers have begun probing software programs, such as Apple QuickTime/iTunes, Windows Media Player and Macromedia Flash Player for security holes. They've also targeted database-storage applications, such as Oracle and Veritas Backup



Browsers Under Siege

Apple, long thought immune to intruders, has issued patches to quell attacks of its Safari Web browser 

Microsoft is in a constant scramble to patch their Internet Explorer from zero-day attacks, etc.

Firefox has been patched 11 times in 12 months




. Business Continuity
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e Users often have critical information on their local
resource — desktop or laptop that if lost or stolen can
cause tremendous problems.

e Multiple versions of documents cause challenges for
organizations (Storage and Usage)

e Compliance adds levels of complexity to data storage
and availability.

Confidential Information 12
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. Compliance is a PAIN!
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SEC Replication Over Distance
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SEC17 3a
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Regulations are driving data protection needs.

New regulations have significant impact on SLA’s for restore times, content management, distance replication, secure off-site storage and data retention times.



HIPPA and the Canadian PIPEDA can require records to be stored for over 100 years



New regulations are changing the rules of e-discovery to include enterprise resources and data stored by employees at home ands on email services.



More than 50 countries and 30 individual states in the US have created laws, processes and guidelines requiring data security, protection and disclosure of data loss regarding personal data.




. Disaster Recovery
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Natural Disasters affect more data than any other
Impact.

Man-made disasters cause major data losses

The time to recover can range from days and weeks to
months and even years after a disaster

The costs to recover data after a disaster often exceed
$Millions
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. Key Data Protection Concerns
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s
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Data Mobility/Disaster Recovery

Improve Recovery Time

Reduce Backup Window

Reduce Data Protection Costs

Scale Backup Capacity

Strategy For VM Backup

Implementing Storage Security

Other
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. The Situation
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Company Executives
e Business Managers

e John Morency, a research director at Gartner,

“for many organizations, time required to recover critical business
processes...has dropped by roughly an order of magnitude from what it was 10

years ago, but it is still lacking important components for a comprehensive
recovery plan.”

“the business continuity market has notably shifted in the past few years, with
greater focus on availability and recoverability, as well as intense interest in
auditing and validation.”
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Company Executives:

Put lots of energy into developing innovative infrastructures and environments to provide better service and greater customer insight 

But they seem to forget about developing the strategies and tactics to ensure it can all be recovered  



Business Managers: 

Don’t require a crash course in IT management to see how their applications and data are managed 

But they need to understand the opportunities and exposures related to recovering those critical resources



John Morency, a research director at Gartner, 

“for many organizations, time required to recover critical business processes...has dropped by roughly an order of magnitude from what it was 10 years ago, but it is still lacking important components for a comprehensive recovery plan.” 

“the business continuity market has notably shifted in the past few years, with greater focus on availability and recoverability, as well as intense interest in auditing and validation.”




. Current Thinking
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Disk-to-Disk-to-Tape Backup I

Virtual Machine (VM) Backup Tools

Storage Encryption

Remote Data Mobility & Consolidation

Deduplication

Virtual Tape Libraries (VTL)

Other
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. Appliances — Answer?
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e Data Protection appliances are defined as a combination of
— Hardware with a hardened operating system (OS)
— A limited applications software set with no user software installation
— Networking technologies to perform specific security functions

e Why are people buying appliances?
— Convenience
— Ease of installation
— Centralized management
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Per IDC

Reduced complexity. The all-in-one approach simplifies product selection, product integration, and ongoing support. 

Avoidance of software installation and proliferating servers. Customers or, more often, VARs, VADs, or MSPs can easily install and maintain the products. Increasingly, this process is handled remotely. 



Ability to install and forget. The appliances are generally plug and play, with very little installation required. User configuration errors and changes are minimized. 



Synergy with high-end software solutions. Appliances are used in remote sites where an enterprise does not have security professionals on the ground. A plug-and-play appliance can be installed and then managed remotely. This management is synergistic with large, centralized software-based firewalls. 



Performance. With an appliance, application performance is standardized. 

Troubleshooting ease. When a box fails, it is easier to swap it out than to troubleshoot. This process gets the node back online quicker, and it can also be done by a non-technical person. This feature is especially important for remote offices without a dedicated technical staff onsite. 



Centralized management. Management of appliance operation and performance and application functionality can all be done using a centralized management console. 




. Appliance Problems
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Point to Point Solutions
— Do not scale
— Very expensive

Appliance
— Negatively impacts customers availability

Requires multiple appliances to achieve high availability

— No facility to upgrade encryption -> forklift upgrade

Key Management
— Inability to maintain keys w/ data
— Requires a costly strategy for key management/bunkering
— Storage Facility: bunkering keys for decades
— High TCO for key management

Data Confidentiality
— Susceptible to platform subversion
Secure and unsecure information is located in a single location

Data Integrity
— No audit mechanism for continual verification

— Inability to maintain keys w/data
— Not a Global Information Grid Solution




- What Users Need To Succeed
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Securely Communicate With
Community

Multiple Collaborate on a Project -

Collaborative

Community | Community | 2700 G|Oba||y & Within a Secure
Environment

Collaborate on Multiple Projects -
Globally & Within a Secure
Environment

Maintain Business Continuity and
Recover FAST From Disasters




. SecureNOW! Solutions
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SecureNOW! personal

— Standalone Product Solution

SecureNOW! professional

SecureNOW!smb SecureNOUW!

SecureNOW! enterprise

— Three different SaaS Solutions
— Eight tier-1 datacenters on-line
— 99.999999% uptime network infrastructure available

All Solutions — Available September, 2008
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. SecureNOW! Solutions
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e Solutions Deliver Four Key Value Propositions
— Data Confidentiality
— Data Integrity
— Continuous Data Availability

— A new Total Cost Ownership (TCO) for key
management

SecureNOW!

WhiteNoise Systems Confidential
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Support SMB to Enterprise data security needs including remote and wireless data security



Our solutions;

Support multiple operating systems (Windows, Linux, OS-X)

Use the data shredder Non-deterministic data scrambling technology

Provide a New paradigm for key management



SecureNOW! Collaborative Network Service 

Enables the quick formation of business communities of interest (COI’s)



High Assurance Appliance Family

Incorporates our Proprietary High-Assurance micro-kernel


. SecureNOW! Benefits
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Allows you to “Hide Data in Plain Sight!”

Form secure communities of interest (COI’s) in minutes
Supports cross domain information protection (CDIP)
Information is accessed at local speeds

Storage has been abstracted so that ANY storage can be used

Enables any potential customer to understand data shredding

The cost & effort to setup POC is minimal

2008 WhiteNoise Systems Confidential 23
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. SecureNOW! Eliminates
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Denial-of-Service (DOS) attacks on your data

The barriers for 100% trading partner participation

Data replication for disaster recovery/business continuity

Active-passive storage solutions

File Key management
— Long-term storage for keys
— Costly effects of re-keying

Confidential Information




. SecureNOW! Assures
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=

Constant access to your data

Your data has not been changed by unauthorized access
— Ability to recover from unauthorized data tampering

Data Recovery: Recovery Point Objective (RPO) & Return To Operations
(RTO) of near ZERO

No discernible data
— is present in a single location
— IS sent over a network
— to capture and playback

Information security - handheld device to enterprise

Only appropriate information is presented to authorized personnel

Confidential Information 25
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SecureNOW! Solutions

Fully integrated into Windows Explorer

Utilizes our proprietary “Shred and Stitch” and
Constructive Key Management (CKM)
technologies

Accessible from public and private networks

Supports individual to Enterprise user
Including secure collaboration, remote office
and mobile data protection

Product and SaaS solutions are available

WhiteNoise Systems Confidential
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Support SMB to Enterprise data security needs including remote and wireless data security



Our solutions;

Support multiple operating systems (Windows, Linux, OS-X)

Use the data shredder Non-deterministic data scrambling technology

Provide a New paradigm for key management



SecureNOW! Collaborative Network Service 

Enables the quick formation of business communities of interest (COI’s)



High Assurance Appliance Family

Incorporates our Proprietary High-Assurance micro-kernel


How SecureNOW! Works
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Opaque Data Cloud
Architecture

The Secret Surprise

/
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Opaque Data Cloud
Architecture
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. Opaque Data Cloud
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e All data in the cloud is
— Unreadable
— Spread across multiple datacenters; no meaningful data resides at a single location.

— Immediately recoverable in the event of a catastrophic failure and is not impacted by
weather, regional power outages, human error and subversive threats.

e All data is only available at the edge
— Laptops
— Desktops
— Mobile Devices

e All data access is enforced cryptographically
— Personal
— Business
— Community
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. Where Do You Go From Here?
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e Below are some key areas of concern to ensure your IT department is
aligned with your business requirements, and is able to recover critical
applications and data when needed.

Can you identify critical applications?

Is your most important information recoverable in an acceptable “business
window™?

Are you maximizing the utilization of your storage resources?
Are you using mirroring or replication to its greatest efficiency?
Do you know what is missing from your recovery process?

Have you tracked where all your data is by key process — and how you plan to
retrieve it in the event of an emergency?

How do you handle data corruption vs. technology or environmental
disruption?




. Tips to Win The Battle
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Plan for one layer of your security controls to be bypassed
Review and understand data retention rules.

Conduct annual third-party security audits

Employ need-to-know access

Protect from the inside out
Prioritize risks
Encrypt-shred on-line content, stored content and backups
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7 tips to ensure your customers' personally identifiable information stays safe;



Plan for one layer of your security controls to be bypassed: A stolen employee password should not provide the keys to the castle.

 

Review and understand data retention rules. Do not retain personal information longer than required; ensure your practices are safe and within policy. 



Conduct annual third-party security audits: Audits help you understand gaps and reduce risk. Implement suggested changes. If an audit sounds scary, your security is inadequate.



Employ need-to-know access: Allow access to data on a need-to-know basis; record and audit that access. 



Protect from the inside out: Often, the same controls that prevent employees from acting beyond their privilege will also prevent an attacker from gaining elevated access. 



Prioritize risks: Classify data as sensitive and critical to the organization. Secure the database where it lives. 



Encrypt-shred on-line content, stored content and backups
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