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Enterprise Class Cloud Management



The Problem: Managing Cloud Complexities

The Cloud offers compelling benefits, but also introduces new 
complexities:

• How do you comply with management policies for auditing of cloud 

resources including service levels, performance,  usage and billing 

reports?

• How do you provision cloud application resources?  Virtualization 

requires new deployment processes. 

• How do you monitor and operate resources that are outside your control?

• How can you allocate resources appropriately and dynamically?

• How can you decrease dependence on a sole cloud vendor

• How can you optimally use multiple cloud services ?

solves these problems



Tap In Cloud Resource Management
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• Platform for independent management, deployment and reporting of resources, 

configurations and services within multi-vendor cloud environments



Tap In - Benefits

• Improve revenue flows with integrated usage-based billing 

• Provide cloud users “enterprise features” they are use to having

• Service level, usage, performance reports

• Deep monitoring and alerting capability

• Industry/Corporate compliance reports

• Reduce resources and skills required to deploy cloud applications by 
simplifying and automating deployment

• Easily integrate with multiple cloud services by using pre-built Tap In 
interface modules

• Easily integrate cloud service with customer policies

Enabling customer migration to the cloud



Tap In - Technology

• Management Server

• Client Applications

• Operations console – client event viewer

• Web application – Browser based functions

• Control Plan Editor – business process modelling and automation 

• Interfaces Modules

• Managed technologies 

• Other management systems

• Cloud interfaces

• Automation Server

• Control Plan automation server
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Managed Technologies

• Unix/Linux
− Via Tap In Linux/Unix agent (Perl)

− Nagios plugin support

• Windows 
− Via Tap In’s Powershell Agent for Systems Center Operations Manager, Exchange, Active 

Directory, Event Logs, and application .COM or .NET objects

• Network devices 
− SNMP query to access MIB-based data

− Module for HA Proxy load balancers 

• Cloud Services – interfaces to OpSource API 
− Interface Module gathers cloud resource configuration status from OpSource API

− Control Plan allows automation of deployment

TAP IN CLOUD MANAGEMENT SERVICE (CMS)



Cloud Operations

• Tap In Systems provides operational systems management 
services of IT cloud and data center resources for enterprises.

• Tap In System’s service is delivered from the cloud using a 
Software as a Service (SaaS) model.

• The service offering includes:

• Deep monitoring capability equivalent to traditional enterprise tools, 
like HP OpenView, IBM Tivoli and BMC.

• Broad monitoring of heterogeneous cloud vendor services  
consolidated into a single management system

• Able to manage dynamic, virtualized cloud environments

• Enables enterprise automation processes by integrating with existing 
tools



QuickView: Real Time Status 
TAP IN CLOUD MANAGEMENT SERVICE (CMS)

• Event console similar to enterprise tools like IBM/Tivoli, HP 
OpenView, BMC

• Consolidate OpSource cloud and data center events



Web Application: Status and Reports 
TAP IN CLOUD MANAGEMENT SERVICE (CMS)

• Shows OpSource configuration meta-data



Web Application: Status and Reports 
TAP IN CLOUD MANAGEMENT SERVICE (CMS)



Tap In – Control Plan Editor

• Tool to graphically model IT business process

• Uses generic Petri Net modelling technique

• Can be used to automate:

• Application recovery
• Auto-scaling compute load
• Storage automation
• Application service level management 
• Disaster recovery
• Cross vendor cloud automation
• Hybrid application automation
• Problem ticketing
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• What are Petri Nets?
– Petri Nets are a graphical formalism for systems specifications

– Used to describe processes and workflow

• Petri Nets are formed from finite sets of
– Places, Transitions, Arrows - connecting either places to transitions or 

transitions to places

• A Petri Net (PN) is given a state by marking its places with tokens

CSCI 599 Formal Methods
November 2, 2000

Concurrency Examples 
R. Apcar, E. Chiu, H. Jerejian

Petri Net Models 



Example – Autoscaling Model
TAP IN SYSTEMS



Example – OpSource Semi-Automated Provisioning
TAP IN SYSTEMS



Control Plan Benefits 
TAP IN SYSTEMS

• Automate complex processes using Petri Nets

• Graphical modelling of customer operations

• Modelling is independent of programming!

• Eases development and maintenance cost

• Create services offerings based on cloud services

• Library of automation tasks/best practices

• Leverage use of cloud services

• Make use of cloud services more efficient



Cloud Provisioning

• Automatically provision cloud applications using cloud vendor 
APIs

• Customer can build provisioning processes using Tap In modeling
and automation tools

• Support for multiple cloud vendors

• Supports provisioning across multiple cloud vendor services

• Integrate processes with credit card payment services

• Supports automatic scaling processes



Tap In – Implementation Options
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• Provisioning
• Monitoring
• Autoscaling



Cloud Auditing

• Service Level Reports 

• Able to implement complex monitoring rules

• Usage reports – based on monitoring metrics

• Billing Reports 

• Optionally linked to payment services

• Performance and capacity graphs

• Configuration and change reports

• Integrate cloud service auditing with corporate policies 



Example Customer - SaaS Provider
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• IF to Cloud Vendor and Billing Service
• Cloud resource management and reporting
• Billing tracking and reporting
• SaaS Service Provisioning
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